More Art Scams

Online Art Scam Awareness

Rochelle Grayson
AntSites.ca rochelle@artsites.ca



Che ¢s Rochelle?
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The Unsolicited Tnquiny

Good Day,

I am interested in purchasing several pieces of art
from your gallery or inventory therefore i will like to
know if you are able to ship International and also if
you accept Visa Card or Master Card for payment?

You can get back to me with your recently updated
web page or art collection list.

Sincerely,
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I'm so excited.
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The's Tt Addressed To.”

TO:
“Und'\sc\osed Rec'\p'\ents”
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Do they address gow divectly?

General Spam Openings

* Hello,

* Good Day,
* Dear Artist,
* Hi there,

* etc.
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Paul Giovanopoulos - "Mona Lisa A; Mona Lisa B", 2004 (detail) - Acrylic on canvas, Two panels, each 38 x 56 in. Collection of the artist.



Internatiopal
Shipping ). -
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Request forv Websdte Link

Leah Philcox-McCullough

Acrylics and Watercolours

Home | Bio | Gallery | Graphic Works | Blog | Guestbook | Mailing List | Links | Contact

Home | Bio | G ] ic "k | Guestbook | Mailing List | Links | Contact

Copyright € 2014, Leah Philcox-Mo All rig | Administration | F d by
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-nm - Fine Art
Z%'y Shipping

a;.}




Complex: Pagment Schemes
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Use Ddfferent Emad Addesses

e info@XYZ.com or Jane.Doe@XYZ.com
(on your website)

* Jane@XYZ.com
(on your business card)
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mailto:info@XYZ.com
mailto:Jane.Doe@XYZ.com
mailto:Jane@XYZ.com
mailto:info@XYZ.com
mailto:Jane.Doe@XYZ.com
mailto:Jane@XYZ.com

Google

The “from” email address
The sender's name

Content (entire text) from the email — especially the generic text

Google Search I'm Feeling Lucky
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Scammers use the Internet to find new victims. | fight back using the Internet to educate and help artists
NOT become victims.

Search |
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SATURDAY, APRIL 12, 2014 ABOUT ME
| ] KatieMoe

Author, Anti-Scam Samurai, Artist
View my complete profile

Scam Email: Paul Newman

The use of a famous name like Paul Newman doesn't make this any less of a

scam.
SUPPORT THIS BLOG

Kathleen, Thank you for your post about scammers trying to buy
artwork. | have received an email before from someone saying that @
they were in the process of moving from California to Africa and ) ) vrsa o ] oo
listed several piece of art work that they wanted to purchase. The Like what you read here? Flease consider
way it was worded from the beginning made me question it. o viinher SRR & 31000 SygEt o
However, recently got another email that | think should be added to St o cogaeo:. Tharg gog (A

i BIG big thanks to all the readaers who have
Yol OB o iiinine e .
[mailto: paulnewman946@gmail.com] "do you still have this artwork Facebook

for sale? (a specific piece was mentioned). | responded, "Hi Paul. |
do still have this piece. Feel free to give me a call. (Telephone
number included). Thank you for your interest in my work. Laura.

He responded, "Thanks for the message, | am very happy to know
that the item is available for sale. i must tell you that my wife browse
through the net and saw your artwork ( Title of Artwork 24" x 36" =t =
Acrylic on Canvas $300) now, and we are very much interested in el S b
the immediate purchase because we need it for our new

ebook/paperback versions



http://stopartscams.blogspot.ca/

Stop Art Scams

Rochelle Home 20+

sbepirtiarn klugapat nem Stﬂp Art Scams | ) Like | | by MESSEQE -

2,161 likes - 10 talking about this
¥72,161 [~

Photos Scam Books Join My List Likes

Arts [Humanities Website
Email Scam Alerts to share, educate, and assist artists

in NOT falling victim to these fake requests to
purchase from them.

About - Suggest an Edit


https://www.facebook.com/pages/Stop-Art-Scams/135887239769963

I* Government  Gouvernement
of Canada du Canada

Canadian Anti-Fraud Centre

Canada.gc.ca | Services | Departments | Francais

(Canadi

T

Recognize It - ReportIt- 5toplIt- National CAFC

Canadian Anti-Fraud Centre launches its
new website!

Originally known as PhoneBusters, the CAFC is a combined
effort of the RCMP, the Ontario Provincial Police (OPF) and
the Competition Bureau. Since its inception in 1993, the
CAFC has grown to become Canada’s one-stop-shop for
fraud reporting. To serve you better, the organization has
just launched its new website.

Scam Types
Fraud Warnings "Scareware" Scam warning - RCMP or CSIS pop-up

Identity Theft
Have I been Scammed 7

Samples

Canadian Anti-Fraud Centre

C Al

Centre antifraude du Canada

MLECOGMNILEZL IT. REFORT IL. STOP 11 DUENTIFIREZ-LA. SIGNALEEZ-LA. ENMAYES LA

The Canadian Anti Fraud Centre has been receiving reports from Canadians who say
their computers are being frozen or they have been "locked out" of their computers

after receiving pop-up messages warning them their computer has been associated

with child pornography. These warning messages, which claim to be from the RCMP
or CSIS, tells the recipient to pay $100 dollars via Ukash so their computer can be

How do I Report Fraud ? "unlocked" Read more

e ———————



http://www.antifraudcentre-centreantifraude.ca/english/home-eng.html




POSTES

CANADA !

FUSI LANALDA

ENPRESS POST
[rack Your Package







secure Payments By

Pa yPa

VISA MasterCard Jkgarvs |
NO PAYPAL ACCOUNT NEEDED!

AMEHIE&N
EXPRESS




L P T P

rﬁﬁgnﬂﬁ
idren's Eﬁaﬁzﬁf
Jﬂanﬂﬂamnnsﬁ

| ~rar3To0 10 THE CRELT

Tur W SN NAMED PAve

m__EmmEnEE___Er?
£iA0T FINAKCIAL TRUST &
EEEEH co., K.

= BENE

12345678

Casim
=)
[
-

_.._..... 1= _...-.r.-.._ .___.__ _._ur.... MER =
‘.;1.v1 rﬂ i i

_r.. .... Sl ..- .|. =i s ™
BT IO e TN TR B QR WS

LR Tl L :_.. ___. W

PO KTV W ET

T TR TE ST R T

5‘__
o

21

-y eg— —

_._.. (A0 T o5, P R ]
- ._.J. ‘L ¥
. I R TR N LT T R
L L R B
. .-.... g i
w § E el ad f i Bt
..:-__.._._.

i m .__,, e -

John Doe . .

123 Ay Street
Beautiful City, TX 77777
Naa s
1I.I-EI.§.EEE'?I

Cincher of ... .
e
@
For_
M

Pay o tha




SAFEGUARDING YOUR OMLINE TRANSACTIONS Email Address I Password Sign In Forgot Passwaord?

888-511-8600 INTERNATIONAL: 949-635-3800

E s c Row- C 0 M ™ WHY ESCROW.COM SERVICES ESCROW 101 SUPPORT

HOME | FEE CALCILATOR | SECURITY | CONTACT US SEARCH %

THE SHIELD
BETWEEN FRAUD
AND YOUR FUNDS

Get Started » Simple Steps Our Services »
Sell virtually anything to Escrow.com Vehicle Escrow
with online escrow Success » Domain and Website Escrow

Domain Name Holding Escrow
FAQs > For Buyers > J

Fee Calculator > For Seilers > General Merchandise Escrow
For Brokers > Milestone Escrow

X < O Broker Escrow
BEGIN YOUR ESCROW @ * il | % ESCROW 101 » \ I



http://Escrow.com/




Thank Y ow!

Questions?

Rochelle Grayson

rochelle@artsites.ca

ArtSites.ca/workshops/2014-04-26
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http://ArtSites.ca/workshops/2014-04-26
http://ArtSites.ca/workshops/2014-04-26
mailto:rochelle@rochelle.ca?subject=Question%20from%20Social%20Media%20for%20Artists%20Presentation

Links of Interest

* The Latest "James Duckworth" Art Scam

* How to Check if An Inquiry is Legitimate

 Other Art Scam "Sender Names" to Avoid

* Red Flags When Doing Business Online

* More Art Scam Information & Warnings

« Stop Art Scams Blog & Facebook Page

AvtSites.ca


http://artsites.ca/blog/the_latest_james_duckworth_art_scam
http://artsites.ca/blog/how_and_when_to_reply_to_unsolicited_art_inquiries
http://artsites.ca/blog/danger_more_art_scams
http://artsites.ca/blog/red_flags_when_doing_business_online
http://artsites.ca/blog/more_art_scam_information_warnings
http://stopartscams.blogspot.ca/
https://www.facebook.com/pages/Stop-Art-Scams/135887239769963
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